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HONNE SENSE

EDITORIAL

To our entire tech community:

This month we celebrate an important milestone in our journey: Honne's 7th anniversary!
This anniversary is more than just a number; it represents our growth, our evolution, and above
all, the strong relationships we've built with every client and partner. At Honne, we don't just
commemorate years of hard work and achievements — we also unveil a new brand identity
that reflects our transformation, our commitment to excellence, and our passion for innovation
at every step.

In this second volume of Honne Sense, we reaffirm our commitment to innovation and leadership
in the technology sector. In this edition, we explore the importance of implementing Multicloud
DRP strategies—an approach that combines security and flexibility to help companies achieve
their goals. We also include an analysis of how agile and strategic IT service management
can be key to maximizing cloud value, optimizing operations, and guiding smart investments.
Deployment automation plays a critical role by driving agility and reducing operational errors.
To wrap up, we share a comparison of artificial intelligence technologies, offering a clear
perspective to support informed decision-making.

We thank everyone who has been a part of our story.
Together, we continue to build an innovative and successful future.

Warm regards,

Claudia Cantu

Marketing and Strategic Alliances
Honne Services
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DISASTER RECOVERY PLAN (DRP) STRATEGIES

FOR MULTICLOUD

EXECUTIVE SUMMARY

Companies increasingly rely on Information Technology (IT) to ensure the continuity of their
operations. Despite advances in business continuity, technology risks continue to evolve,
making it necessary to update protection strategies.

This article explores how a Disaster Recovery Plan (DRP) based on a MultiCloud strategy can
strengthen business continuity and safeguard against critical disruptions. We analyze the
importance of cloud resilience, the risks of relying on a single provider, and how adopting a
MultiCloud approach enhances flexibility and reduces vulnerabilities.

Topics:

1. Introduction

2. Business Impact Analysis

3. Business Continuity Plans (BCP) and Disaster Recovery Plans (DRP)
4. Cloud resilience and how to improve it

5. Risks of relying on a single cloud provider

6. MultiCloud DRP

7. Conclusions and benefits

Implementing a MultiCloud DRP provides organizations with greater responsiveness during
incidents, reduces the risk of data loss, and ensures operational continuity regardless of
the affected infrastructure. By diversifying resources across multiple clouds, companies can
benefit from increased flexibility and optimize the availability of their critical services—safe-
guarding both their reputation and financial stability.

HONNE SENSE
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1. Introduction

Most companies around the world rely on information technologies
(IT) to support their various business processes. Therefore, maintai-
ning availability and ensuring the continuity of these technological
services is essential.

While the topic of business continuity has existed for decades, both
technology and risks have continued to evolve over time. It is crucial
to stay updated on new threats and the solutions available to pro-
tect ourselves and ensure business continuity—avoiding operational,
financial, and reputational impacts, among others.

2. Business Impact Analysis

Companies can face different types of disruptions that interrupt their
operations or the delivery of products or services to customers, ulti-
mately creating a negative impact on the organization. The Business
Impact Analysis (BIA) is the methodology used to define priorities
based on the business impacts of unavailability or service delivery
failures. The goal of the BIA is to ensure that critical business opera-
tions can continue after a disruption or disaster.

A BIA provides three key outcomes:

* A set of critical business processes identified and agreed upon by
the organization, with defined infrastructure, application, and per-
sonnel requirements, as well as other operational dependencies.

HONNE SENSE

« A prioritized list of critical business processes and the dependen-
cies required for their recovery.

+ A clear understanding of the potential business impacts if any of
these processes experience downtime or unavailability for a given
period.

The outcomes of a BIA guide and inform recovery strategies and
solutions based on Recovery Time Objectives (RTO) and Recovery
Point Objectives (RPO), and also help define a properly prioritized
action plan in the event of a crisis.

The BIA is essential for planning and building both the BCP and DRP

3. BCP and DRP

A Business Continuity Plan (BCP) is a detailed plan that outlines the
steps an organization will take to return to normal business opera-
tions in the event of a disaster.

A Disaster Recovery Plan (DRP) refers to contingency plans for how
companies will specifically protect their IT systems and critical data
during an outage.

Together with the BCR disaster recovery plans help organizations
protect their data and IT systems from a wide variety of disaster sce-
narios, such as major outages, natural disasters, ransomware and
malware attacks, and many others.
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4. Cloud Resilience and How to Improve It

Before diving into the topic of MultiCloud DRR it is crucial to enhance
cloud resilience as much as possible—that is, to make our applica-
tions more fault-tolerant by leveraging the native tools available wi-
thin the cloud provider, such as backup systems, different availability
zones, redundant architectures, and more.

Resilience encompasses all the preventive actions we can implement
to improve business continuity without needing to execute a disaster
recovery plan (DRP).

Below are some key principles to consider in order to improve cloud
resilience:

« Business alignment. Align resilience requirements with business
needs (refer to the BIA). Without this alignment, teams may fall short
of resilience expectations or overspend on unnecessary solutions.

« Risk-based approach. Adopt a risk-based approach to resilience
planning that goes beyond catastrophic events and focuses more
on common failures that can be mitigated through better control.

« Dependency mapping. Address the system as a whole. Consider
the resilience of all cloud components used in your solution—not
just the “server” equivalents (e.g., all middleware components, data-
bases, cloud services, orchestration tools, and configuration tools).

« Continuous availability. Most cloud failures are too brief to justify

Less Severe Risk

triggering disaster recovery plans. While disaster recovery should
not be ignored, architects should limit the impact of failures and fo-
cus on continuous availability, especially for mission-critical applica-
tions.

« Resilient by design. Cloud infrastructure and services are generally
reliable, but you should not rely solely on them to deliver the level of
resilience your users require. Applications should be designed using
stability patterns and be capable of withstanding transient failures or
performance degradation.

« Resilience standards. Adopt resilience standards beyond archi-
tecture. Ensure that expectations around quality, automation, and
continuous improvement are established across the entire applica-
tion lifecycle.

« Favor native cloud solutions. Avoid added complexity and cost
by leveraging the native resilience capabilities of your cloud provi-
der, which can be used for both cloud-native and non-cloud-native
applications.

5. Risks of Concentrating Everything in a Single Cloud

There are several risks associated with concentrating most workloads
in a single cloud. Two of the main risks are cloud availability risk and
business continuity risk due to a potential failure of the cloud provi-
der or a commercial disagreement.

More Severe Risk

—

&

Vendor Risk Avalilability Risk

* All your eggs in one
basket

* Broad scope of impact
from cloud outage

Sourcing concerns:

* Reduced negotiation
power

+ Unfavorable pricing

+ Unfavorable T&Cs
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Continuity Risk Regulatory Risk

Contractual or technical * Obligation to adhere
problems with cloud to regulation
provider results in lengthy * Inconsistent and
impact on multiple uncertain regulatory
aspects of business interpretations from
regulators
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Cloud vendor risk: Relying on a single cloud provider can lead to
reduced bargaining power, resulting in unattractive pricing or unfa-
vorable contractual terms and conditions.

Availability risk: There is a significant business impact risk if the or-
ganization heavily depends on a cloud provider that experiences an
outage (the classic “putting all your eggs in one basket” problem).

Business continuity risk: The risk that many applications or busi-
ness functions may become unavailable for an extended period due
to issues with the cloud provider (whether contractual or technical),
which threatens the organization’s ability to continue operations.

Regulatory risk: Some institutions may perceive relying on a single
service provider as a risk, potentially putting the organization at risk
of non-compliance with regulatory requirements.
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6. MultiCloud DRP

As we've seen in the previous sections, many risks can be mitigated
using native cloud tools or redundant architectures across different
availability zones. However, when a higher level of protection is re-
quired due to the criticality of your applications, it is advisable to
prepare for a major incident caused by a general failure of the cloud
provider or a commercial disagreement that could impact business
continuity.

Implications of a MultiCloud DRP

A DRP across different availability zones or regions within the same
cloud provider is already complex, and a MultiCloud DRP is even
more complex—but perfectly feasible and suitable for critical sce-
narios in which the business impact would be significant due to the
complete unavailability of the cloud provider where your applica-
tions reside.

It's also important to consider that you may face limitations when
implementing a MultiCloud DRP if you rely on proprietary services
from a specific cloud provider. Additionally, you'll need an advan-
ced level of operational maturity to manage the DRP and execute it
effectively when needed.

For such an initiative, you should rely on the Business Impact Analysis
(BIA) to determine the criticality and impact of application failure in
your business processes, and to justify the time and effort investment
required for this solution.

Use Cases

Use cases may vary widely and range in complexity. Some of the
most practical use cases include:

« Deploying infrastructure as code in another cloud in case of an
incident.

* Replicating object storage across clouds.

* Replicating databases to another cloud.

+ Creating backups in another cloud.

+ Application portability across clouds (e.g., containers/Kubernetes).
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Architectures
Below are examples of MultiCloud DRP architectures:
A) This use case involves replicating object storage from Microsoft Azure to Google Cloud. A practical application of this scenario is replicating

stored backups from one cloud to another. In the event of a disaster in the primary site, this allows data and operations to be recovered in the
secondary site.

Primary Site Secondary Site
Microsoft Azure Google Cloud
re— = |
@mmmmm | Transfer over HTTPS. %
Azure Blob Storage Google
Storage Account Transfer Cloud
Service %torige
ucket

B) In this use case, a real-time disk block-level replication system is implemented. That is, any changes made to the primary site's server disks
are mirrored to the secondary site. The architecture also includes an orchestration system that, in the event of a primary site failure, can au-
tomatically activate the secondary site by updating IP routing and performing all necessary configurations. This solution is recommended for
business-critical processes that require fast disaster recovery.
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e Disk Compute
Engine
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Instance
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7. Conclusions and Benefits

A MultiCloud DRP strategy is suitable for companies seeking to mi-
nimize business continuity risks.

It is essential to perform a Business Impact Analysis (BIA) in order to
determine the appropriate business continuity strategy for different
applications or business processes. These solutions can range from
local backups to a full MultiCloud DRP—and everything in between.

A MultiCloud DRP can offer significant benefits for customers who
need to reduce the risk of operational disruptions caused by a gene-
ral failure in the cloud hosting their critical applications, or by a lack

HONNE SENSE

of continuity due to a commercial disagreement with their current
cloud provider.

At Honne Services, we understand the importance of having a
robust business continuity and technology resilience strategy. We
help companies implement comprehensive solutions that include
Business Impact Analysis (BIA), Business Continuity Plans (BCP),
Disaster Recovery Plans (DRP), and advanced MultiCloud DRP
architectures.

At Honne Services, we are your strategic partner to strengthen
your company's stability and resilience, preparing it to face any
future challenge.
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SUCCESS IN THE CLOUD DEPENDS
ON AGILE AND STRATEGIC IT SERVICE

MANAGEMENT

By Carmen Alvarado, Change Management and Customer Experience Leader at Honne Services.

IT Service Management (ITSM) is the set of practices and
processes designed to plan, deliver, and improve the
technology services that support business activities. By
implementing an ITSM strategy, organizations can better
manage IT resources, ensuring services are effective, re-
liable, and aligned with company goals.

In the cloud context, IT service management becomes
even more critical. The cloud enables companies to ac-
cess scalable and flexible IT solutions without the need
for their own infrastructure—Dbut this flexibility also requi-
res a structured management approach. ITSM allows or-
ganizations to monitor and coordinate these cloud ser-
vices, optimizing resources, avoiding interruptions, and
ensuring services meet expected quality levels.

Key Benefits of IT Service Management in
the Cloud

Establish a new operating model and a clear strategy

A cloud-adapted operating model allows companies to
define how they want their IT services to be managed,
providing clear direction and facilitating the maturation
of their processes. With ITSM, the organization can lay
the foundation for structured growth, continuously im-
proving service management.

ADVISORY
SERVICES
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Align IT services with business objectives

By formalizing IT services, ITSM helps ensure they are
aligned with the needs of each business area—transfor-
ming IT from just a technical support function into a stra-
tegic partner. This alignment ensures that technological
solutions deliver tangible value and adapt to the goals
and challenges of each area.

Enhance operational efficiency

Optimizing and standardizing the working model allows
IT teams to operate more efficiently. ITSM encourages
the adoption of proven, common practices that prevent
duplication of efforts, accelerate problem resolution,
and simplify service maintenance—especially important
when services are cloud-based.

Improve service delivery quality and consistency

ITSM helps ensure services are delivered consistently and
according to established standards, which is essential to
meet customer and user expectations. This consistency
ensures that users experience a reliable and predictable
service.

Facilitate communication and coordination between
areas

One of ITSM’s strengths is that it establishes a common
language for IT teams and business units, improving un-
derstanding and collaboration across departments. This
harmonization facilitates planning, tracking, and execu-
ting services, creating an effective collaborative environ-
ment.

More agile and organized incident resolution

Incident management within ITSM ensures that each
incident is resolved in a structured and timely manner.
This aqility improves the user experience and minimizes
downtime—vital for cloud-dependent operations.

Flexibility and adaptability to technological changes

Cloud technologies evolve quickly, as do business needs.
A well-implemented ITSM system enables rapid adapta-
tion to these changes, integrating new tools or adjusting
the service model as needed.

Improve customer and user satisfaction

Through ITSM, IT teams can measure and monitor user
satisfaction levels. This enables timely adjustments that
improve the user experience and maintain high service
satisfaction levels.

Conclusion

IT Service Management is essential for any company
using the cloud, as it provides a solid structure to ensure
IT services are delivered efficiently, aligned with business
needs, and at the level of quality users expect. By adop-
ting ITSM, organizations not only optimize the operation
of their cloud services but also strengthen their competi-
tive position in an ever-changing environment.

ADVISORY
SERVICES
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MORE AGILITY, FEWER ERRORS WITH

DEPLOYMENT AUTOMATION

By Santiago Vanegas, Azure Architecture Lead and Cloud Architect at Honne Services.

Speed and efficiency have become fundamental pillars
for the success of any organization. Deployment auto-
mation emerges as a strategic response to this need,
enabling companies to streamline their processes and
minimize the human errors that can occur during manual
implementations.

According to the report "Automation as a Driver of Digi-
tal Transformation in Latin America”, conducted by Everis
and MIT Technology Review, it is expected that by 2025,
7 out of 10 companies will have automated their infras-
tructure. This data reflects a clear trend toward the adop-
tion of technologies that optimize the management of
systems and applications, freeing up time and resources
that can be allocated to innovation and the development
of new solutions.

Key Benefits of Deployment Automation

1. Faster Time-to-Market: By automating deployment
processes, companies can launch new features and pro-

HONNE SENSE

ducts to the market more quickly and efficiently. This
allows them to respond swiftly to changing market de-
mands and stay ahead of the competition.

2. Error Reduction: Eliminating manual interventions re-
duces the likelihood of human error, ensuring that each
deployment is performed consistently and reliably. This
results in greater operational stability and a more satisf-
ying end-user experience.

3. Improved Collaboration: Automation facilitates Con-
tinuous Integration and Continuous Deployment (Cl/CD),
promoting stronger collaboration between development
and operations teams. This internal synergy drives inno-
vation and improves overall organizational efficiency.

4. Scalability and Flexibility: Automated solutions make
it easy to scale operations, adapting seamlessly to chan-
ging business needs. This is essential in environments
where demand can fluctuate rapidly.

BUILD
SERVICES
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The Path to Automation

Adopting deployment automation is not just a techno-
logical decision—it’s also a cultural one. It involves foste-
ring a mindset focused on continuous improvement and
the adoption of agile practices. It requires organizations
to be willing to constantly review and improve their pro-
cesses, promoting a culture of learning and adaptability.

Honne: Leading Our Clients’ Digital Trans-
formation

At Honne, we understand the importance of this trans-
formation and are committed to driving initiatives that
position us at the forefront of technology. Our mission is
to accompany our clients on their journey toward auto-
mation by providing tailored solutions that address their
specific challenges and amplify their strengths.

« Security as a Priority: We recognize that in the digital
era, security is just as crucial as efficiency. That's why our
automation solutions incorporate cutting-edge security
practices, ensuring that deployments are not only fast but
also secure.

« Technical Innovation: We stay up to date with the la-
test trends and technologies in automation. This allows
us to offer our clients modern tools and methodologies
that maximize their return on technological investment.

« Support and Training: We believe true transformation
happens when people are empowered. That's why we
provide training and ongoing support to ensure that our
clients’ internal teams can make the most of the imple-
mented solutions.

Success Story: Transforming Operations with
Automation

A clear example of our commitment is the project we
delivered for a leading company in the retail sector. They
were facing significant challenges with manual deploy-
ments that were time-consuming, resource-intensive,
and error-prone. After implementing a deployment au-
tomation solution:

» We reduced deployment time by 70%.

* We decreased operational errors by 90%, improving
service quality.

» We increased end-customer satisfaction by delivering
more frequent and reliable updates.

This case reflects how automation, backed by Honne's
expertise, can positively transform operations and the
overall business.

Looking Ahead

Deployment automation is more than a trend—it's a
necessity in today's business environment. As techno-
logies continue to evolve, it's essential for organizations
to adopt solutions that allow them to stay relevant and
competitive.

At Honne, we continue to innovate and adapt, antici-
pating the future needs of our clients. We are exploring
areas such as artificial intelligence and machine learning
to take automation to the next level, offering even smar-
ter and more efficient solutions.

Santiago Vanegas is a technology enthusiast with 14 years of experience in the industry. As an Azure Architecture
Lead and Cloud Architect for the past 7 years, he has played a key role in digital transformation projects and in the
adoption of new technologies. His greatest satisfaction is helping companies transition to the cloud in a transparent
and objective way, promoting innovative processes that drive growth and modernization.

HONNE SENSE
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By Dr. Ulises Ramirez, Data Scientist at Honne Services.

Throughout my career in information technology, I've
seen how artificial intelligence (Al) has profoundly
transformed many companies. What once seemed like a
futuristic trend is now a key tool for optimizing processes
and making smarter decisions. With so many Al platforms
and options available, it can be difficult to know where to
start—even for those of us with experience in the field. I'd
like to share some thoughts on the main Al technologies,
their practical applications, and some tips for choosing
the option that best fits your company’s needs.

What Al Technologies Are Available?

When we talk about Al, we refer to a set of technologies
that enable machines to perform tasks that typically
require human intelligence, such as speech recognition,
image processing, data analysis, and machine learning.

Machine Learning (ML): A subcategory of Al that allows
systems to learn and improve from experience without

HONNE SENSE

being explicitly programmed. It is commonly used
for fraud detection, product recommendations, and
predictive analytics.

Natural Language Processing (NLP): Focuses on
machines’ ability to understand, interpret, and generate
human language. It is essential for virtual assistants,
chatbots, and sentiment analysis.

Computer Vision: Enables machines to interpret and
make decisions based on images or video. It is crucial
in sectors like manufacturing (e.g., quality control) and
security (e.g., facial recognition).

Robotics and Automation: By combining Al and robotics,
it is possible to automate repetitive physical tasks, such
as product assembly or inventory management in
warehouses.
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Leading Cloud Providers and Their Al
Offerings

Major cloud providers such as Amazon Web Services
(AWS), Microsoft Azure, and Google Cloud have
integrated Al technologies into their platforms, making
these tools accessible to companies without requiring
in-house infrastructure. Here's a comparison of their key
offerings:

Amazon Web Services (AWS): A leader in cloud Al
services. It offers SageMaker, a full platform to build,
train, and deploy machine learning models. Other tools
include Comprehend (text analysis), Polly (text-to-
speech), and Rekognition (image and video analysis).

Microsoft Azure: Offers a wide range of Al services
through Azure Al and Cognitive Services. These tools
enable sentiment analysis, image recognition, and
machine translation. A key differentiator is integration with
Microsoft 365, which facilitates adoption in organizations
already using Microsoft tools.

Google Cloud Platform (GCP): Known for its strong focus
on machine learning and natural language processing.
TensorFlow, its open-source platform for developing Al
models, is among the most popular with developers and
data engineers. Google Cloud also provides AutoML,
allowing businesses to create custom ML models without
deep expertise.

How to Choose the Right Al Technology?

Choosing the right Al technology for your business
depends on several factors, including the type of problem
you're trying to solve, your existing infrastructure, and
available resources. Key considerations include:

Use Case Type: If your goal is to automate repetitive
processes, robotics and computer vision may be the
best fit. For enhancing customer experience through
personalization, ML and NLP platforms are more
appropriate.

Cloud Ecosystem: If your organization already uses
a cloud platform like AWS, Azure, or Google Cloud,

leveraging their native Al tools can simplify integration
with your existing systems and data.

Technical Expertise Level: For companies with limited
technical staff, platforms with user-friendly Al tools—such
as Google's AutoML or Azure Machine Learning—can
ease implementation and reduce the need to hire Al
specialists.

Al is radically transforming how businesses operate
and discover new opportunities. Unlocking its full po-
tential requires a thoughtful selection of technologies
that align with the specific needs and capabilities of
your organization. AWS, Microsoft Azure, and Google
Cloud offer robust ecosystems for deploying Al solu-
tions that are flexible, scalable, and suited to varying
levels of complexity. As you advance in your digital
transformation, these platforms will not only ease Al
adoption but also provide the environment needed to
integrate emerging technologies and maintain com-
petitiveness.

HONNE SENSE

Dr. Ulises Ramirez, is an expert in artificial intelligence, machine learning (ML), and deep learning (DL), with a PhD
in automation and emerging technologies. He has developed innovative solutions using foundation models for
generative Al in AWS and currently works in the Digital Innovation area at Honne Services.

TRANS-
FORMATION
SERVICES
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ABOUT HONNE SERVICES

Honne Services is a leading company that, through its consulting services, implements ad-
vanced technological solutions that automate processes, optimize operations, and reduce
costs. It provides world-class support and operations through its Cloud Centers of Excellence
(CCoE), which operate 24/7/365. Its comprehensive and personalized approach ensures that
each client receives solutions tailored to their specific needs, thus boosting their efficiency and
competitiveness in the market. With a constant commitment to innovation, Honne Services is
dedicated to transforming the way organizations operate and grow in the digital era.

www.honneservices.com

https://mx.linkedin.com/company/honneservices

LOCATIONS
Av. Juarez 1102 Pabellon M, Floor 33, Col. Centro, Monterrey, N.L, Mexico, 64000.
Corporative Office

Av. Insurgentes Sur 730 Floor 2, Col. del Valle, Benito Juarez, Mexico City, Mexico, 03100.
CDMX Office

Science and Technology Park, TecnoTam, Victoria City, Tamps., Mexico, 87020.
CcoE (Cloud Center of Excellence)

Cl. 81 #11-08 Chapinero, Bogota, Colombia.
Colombian Office
Agustinas 833, 8320199, Santiago, Chile.
Chile Office
2700 Post Oak Blvd, Houston, Tx, USA, 77056.
USA Office

33 Rue La Fayette 75009, Paris, France.
France Office
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